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Executive summary

On October 19, 2026 we tested Tuteliq's detector (tuteliq-detect-v5.20261015 ) on 1,344 synthetic cases
across five categories: 1,294 multi-turn conversations, about half harmful and half harmless, plus 50 single
messages. Every case returned a usable response. The conversations are synthetic and in English text only,
and the results cover only these five text detections, not Tuteliq's service as a whole.

1. Strong on romance scams, coercive control and self-harm. Recall was 100%, 99.2% and 96.1%, with false
alarms of 6.9%, 0.8% and 0.8%.

2. Detection held up on our synthetic evasion and adversarial probes. Recall on these probes, written by us
to hide or disguise the harm, stayed close to baseline in every category. Evasion in real conversations may
differ.

3. Government-identity social engineering is the clearest gap. Only 7 of 28 such scams were detected (25%),
and harmless conversations on that route were flagged as often. Social engineering also had the highest
false-alarm rate overall (15.9%).

4. Smaller gaps. Bullying that escalates gradually from teasing (65.2% detected) or mocks someone's
abilities (45.5%), and genuine loan requests between people who trust each other flagged as romance
scams (8 of 15).

5. Act on flag for review and above, not on monitor. Monitor is applied to many harmless conversations
(25% to 57% in three categories); the levels above it are what separate harmful from harmless.

A second evaluator agreed with our labels on 41 of 50 conversations (82%; Cohen's kappa 0.64). The results
describe synthetic conversations, not live platform traffic (section 5). Section 8 gives five recommendations.

How to read this report. Recall is the share of harmful conversations detected; a false
alarmis a harmless conversation flagged. Figures in square brackets are 95% intervals:
wide brackets mean small numbers. Unless stated otherwise, "detected" means a
recommended action above monitor. A glossary is at the end.

1. Purpose

This report is an independent black-box evaluation of Tuteliq's behavioral detection of online harms in text
conversations. It supports Tuteliq's EIC application (deadline November 5,2026).

Independence rests on two things: the test conversations were designed and generated by us, not by Tuteliq,
and the scoring and conclusions are ours. Tuteliq reviews this draft for factual accuracy about its own system
only. "Independent" describes who designed and scored the evaluation; it is not an accreditation, certification
or audit of Tutelig, and the author is not an accredited testing or certification body.
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The focus is multi-turn detection: whether the system recognizes a harmful pattern as it builds across a
conversation. A small set of single messages is included as a baseline. We report failures as plainly as
successes.

Why these harms. In 2025 the FBI's Internet Crime Complaint Center received 1,008,597 complaints with
$20.877 billion in reported losses; people aged 60 and over filed 201,266 of them and lost $7.748 billion (FBI
IC3 2025 Annual Report, pp. 6,44). The scam types we test are among the costliest:

Complaints, all Losses, all Losses, aged
IC3 crime type ages ages 60+ Closest category here
Tech/Customer Support 47,794 $2,134,675,818  $1,040,730,043 Social engineering: tech support
Confidence/Romance 23,159 $929,287,469 $584,032,745 Romance scam
Government 32,424 $797,943,193 $413,206,251 Social engineering: government
Impersonation identity

Source: 1C3 2025 Annual Report, pp. 7-8 and 45-46. IC3's categories are not ours: its Confidence/Romance also
covers family and friendship schemes, its Government Impersonation requires a money request, and
investment-style romance scams likely fall under its Investment category. These are complaints filed, not
how often the harms occur. The report has no category for bullying or coercive control; it names
cyberbullying once, among the drivers of 13,168 complaints from people aged 17 or younger (p. 34).

2. Methodology

All test conversations are synthetic text-message exchanges between two people, generated by an open-
weight model (Gemma 3 12B) running locally on our own workstations. Carl Lochstampfor designed and ran
the generation, with Claude (Anthropic) assisting on design, code and analysis. No real person's messages are
used, quoted or imitated.

How a conversation is built

1. Plan. A seeded planner fixes each conversation's class, route, stages, length and turn of the key request
before any text is written. Plans are reproducible from the seed.

2. Templates. Layered instructions tell each speaker what to do at each stage, never how to word it: shared
texting rules, scenario briefs, stage directives, probe operators and personas.

3. Generation. Each speaker is a separate model call that sees only its own role and the conversation so far.

4. Checks. Automatic output checks reject a message that breaks a rule (for example a real-looking phone
number or a stray link); the message is regenerated.
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What each category set contains

Part Whatitis Why

Baseline Harmful conversations written plainly Can the system find the pattern

positives atall?

Evasion probes  The same plan, written to hide the harm (euphemism, slow escalation, Does detection survive realistic
fragmentation) hiding?

Adversarial The same plan, written to look legitimate or anti-scam Does detection survive

probes deliberate disguise?

Baseline Harmless conversations with the same setup, length and speaker False alarms on ordinary talk

negatives pattern

Hard negatives Harmless conversations that look most like the harm (real fraud alerts, False alarms where it matters
real relatives on new numbers) most

Each probe is a twin of one baseline plan, so a drop in detection from baseline to probe is attributable to the
wording, not the scenario.

Quality control before a set is used

e Balance checks. Message length, turn count, who speaks first and who speaks most are compared across
harmful and harmless conversations, so a detector cannot score well on length or shape alone.

e Shortcut checks. Phrases and topics that appear in only one class are listed per speaker, so we can see
what a detector could latch onto besides the harm itself.

e Diversity checks. Openings, names and near-duplicate conversations are counted.

¢ Label screens and human reading. Harmless conversations are screened for any harmful request; flagged
items and a sample of each class are read by Carl.

e Freeze. A passed set is frozen: every file is hashed into a manifest, and copies are verified against that
manifest on two separate storage locations. Results are only ever computed on frozen sets.

Where a check fails and we accept the set anyway, the failure is disclosed in section 5 with its figure.

Each harmful pattern and kind of request in our sets is grounded in published research or official guidance.
Appendix D lists the sources for each category.
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3. Available detections

Tuteliq's public documentation lists 15 text detections in four groups; five of them are tested here. Image,

voice, video and document analysis, and age and identity verification, are also offered and are outside this

text-only evaluation.

Group Detection Whatitlooks for (Tuteliq's description) Tested here

Safety Bullying Verbal abuse, social exclusion, threats and cyberbullying  Yes
patterns

Safety KOSA harm signals (unsafe) AllKOSA harm categories, including self-harm and Yes (self-
suicidalideation and eating disorders harm set)

Safety Grooming Multi-stage grooming tactics across a sequence of No
messages

Safety Syntheticcontent Signs of Al-generated text and syntheticidentities No

Fraud Romance scam Romance scam patterns, including love bombing and Yes
isolation

Fraud Social engineering Manipulation tactics, including authority impersonation  Yes

Fraud App fraud Payment coercion, account takeover and safe-account No
scams

Fraud Money mule recruitment Easy-money promises and requests foraccount access No

Extended Coercive control Monitoring, isolation and related control patterns Yes

safety

Extended Distress signals Linguistic patterns historically associated with distress No

safety

Extended Gambling harm Chasinglosses, desperation and borrowing No

safety

Extended Radicalization Ideological seeding and related indicators No

safety

Extended Technology-facilitated gender- Image-based abuse and related patterns No

safety based violence

Extended Exploitation of vulnerable Age targetingand emotional exploitation No

safety individuals

Analysis Emotions Dominant emotions and sentiment trajectory across a No

conversation

Every detection returns a risk score from 0 to 1, a severity level, the categories found, a short rationale and a

recommended action: none, monitor, flag_for_review, block or immediate_intervention. Sources: Tuteliq

documentation, documentation index, How it works.
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4. Detections tested

Five categories are evaluated, and all five datasets are frozen: romance scam, social engineering, coercive
control, bullying, and self-harm and emotional distress. Categories without a dataset are named below as not
evaluated, with the reason.

Category Status Reason ornote

Romance scam Evaluated (260 Priority category
conversations)

Socialengineering Evaluated (256 Priority category
conversations)

Coercive control Evaluated (260 Priority category
conversations)

Bullying Evaluated (259 Priority category
conversations)

Self-harm /emotional distress Evaluated (259 Priority category
conversations)

Grooming Not evaluated Deferred to a laterround; it needs
itsown design, approvals and
safeguards

Money-mule recruitment Notevaluated Dataset notready in time for this
round

Radicalization / extremism Notevaluated Notin scope thisround

Exploitation of avulnerable person, technology-facilitated Not evaluated No dataset this round

gender-based violence, gambling harm, and the unsafe
detection's other harm categories (for example eating disorders)

Images, video, child sexual abuse material Never tested Textonly; no CSAM testingunder
any circumstances

Not-evaluated categories are outside this report's conclusions; no result here should be read as covering
them.

5. Datasets

Five sets are frozen, 1,294 conversations in all: romance scam 260, social engineering 256, coercive control 260,
bullying 259 and self-harm 259. Each set is about half harmful and half harmless, and every set reports its
known weaknesses below with their figures.
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The disclosures list cues a detector could use besides the harm itself. Because Tuteliq was not trained on this
data, such cues matter less here than they would for training; we report them so readers can judge.

Turns per
Set Harmful Harmless conversation Generated Frozen Manifesthash
Romance scam 130 130 20-26 Oct15-16 Oct 16 9d£705e4..77440d
Socialengineering 130 126 12-15 Oct10-12 Oct12 e84cdcd3..1683d5
Coercive control 130 130 16-19 Oct12-13 Oct13 110913d7..62813d
Bullying 129 130 14-17 Oct13-14 Oct14 £¢765275..856¢28
Self-harm and emotional 129 130 14-17 Oct 14 Oct 15 07ee5304..81dcde

distress

All dates are 2026. Every set was generated with Gemma 3 12B and frozen with every file hashed into its
manifest; copies are verified on two separate storage locations.

Romance scam

Part Conversations
Baseline scams (classicromance 47, investment "pig butchering" 23) 70

Evasion probes 32

Adversarial probes 28

Baseline harmless 55

Hard negatives 75

Total 260

Generated with Gemma 3 12B on October 15-16, 2026, and frozen on October 16. Manifest hash
9df705e4..77440d ; copies verified on two separate storage locations. Carl Lochstampfor read 37 conversations
across both classes before the freeze; all read as their labels.

Why this set replaces the first romance set. The first set (259 conversations, frozen October 8) passed its
checks, but topics alone nearly separated its classes: a simple classifier on which topics each speaker raised
reached an AUC of 0.932. Harmless conversations also never mentioned money. This second set fixes both,
and the first set is kept but not used.

e Harmless conversations follow everyday storylines between partners, drawn from research on how
couples maintain relationships (Stafford & Canary 1991), and include ordinary money talk such as
splitting a cost or paying someone back.

e Both classes get the same pool of hobbies and topics, so topics no longer mark the class: the topic
classifier's AUC fell to 0.671.
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Conversations run 20 to 26 turns, against 12 to 19 in the other sets. Real romance scams are long: in the
two successful scams among 30 real scammer-victim chats, the conversation ran 742 to 1,274 lines (Lee &
Ang 2026). The extra turns give the scam room to build rapport before the request, and give harmless
storylines room to develop.

Disclosures. We accepted this set with the following known issues:

Harmless contacts ask more questions. The gap is 0.110 question marks per message, just above our limit
of 0.10; the share of messages with a question differs by 6.2 points, within its limit. The extra questions
come from the setup and resolution steps of the harmless storylines.

Persuasion phrases on the scam side. Forms of "it would mean a lot" and the phrase "important to me"
each appear in about 24% of scams and almost never in harmless conversations. These are realistic
persuasion language, so we treat them as part of the signal rather than suppress them.

Links on the scam side. Scam contacts share a link in about 30% of scams ("the link https", 30.0%; "here's
the link", 25.4%), and harmless contacts never do. Sending a link is realistic for a scam, but its presence
alone marks the class.

Money talk is close but not equal. Money comes up in 45% of scam contacts and 37% of harmless
contacts. Every harmless money request states its amount; some disguised scam requests leave it out.

Some scam reasons are implausible, for example a large gift-card request for a small household
purchase. Real scammers' reasons are usually more believable.

Harmless-side habits. In 13% of harmless conversations the partner signs off with a stock closing, and in
14 harmless conversations (10.8%) the contact asks for a phone number.

Message length is balanced. The standardized difference in message length is 0.101 overall and 0.058 for
the contact, within our limit of 0.2 (0.200 for the contact on baseline items only, at the limit).

Social engineering

Part Planned Delivered

Baseline scams (account security 23, tech support 17, government identity check 16, arelativeon a 70 70
new number 14)

Evasion probes 32 32
Adversarial probes 28 28
Baseline harmless 55 54
Hard negatives 75 72
Total 260 256

Generated with Gemma 3 12B on October 10, 2026; 18 harmless conversations were regenerated on October

12 (see below). Manifest hash e84cdcd3..1683d5 ; copies verified on two separate storage locations.

Disclosures. We accepted this set with the following known issues:
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e Four plans failed every attempt (one baseline harmless, three hard negatives; six tries each), so the
harmless class has 126 conversations. Their setups pulled the model toward money talk, which our
checks reject in harmless conversations.

¢ Five harmless conversations were replaced after a practitioner read. In three, a bank or tech-support
contact asked for a full account number; in two, the contact kept asking about the address after it was
answered. A careless representative might do this, but a careful person would rightly be suspicious, so
the harmless label would be unclear. The originals are kept, with their hashes in the set's record.

¢ Message length is not balanced. The standardized difference in mean message length is 0.349 overall and
0.339 for the contact (0.303 on baseline items only), above our balance limit. Turn counts are balanced
(0.006).

e Shape alone does not separate the classes well. A classifier on length and turn-taking features reaches an
AUC of 0.618 (0.567 on baseline items), within our limit. Harmless contacts ask more questions; that single
feature reaches an AUC of 0.790.

e Scam-only phrasing is mostly the request itself: "a verification code" (34.6% of scams), "your social
security number" and "date of birth" (20.8% each). This is the signal a detector should find. The urgency
phrase "it's vital we" (30.8%) is a generator habit. Some scam messages also repeat wording from our own
instructions word for word: the request for a social security number and date of birth (about 18-20% of
scams) and "here as soon as" (17.7%). The request is the harm itself, but its identical wording is a shortcut
a detector could use. This set was frozen before we added the check that catches such copying.

¢ Harmless-only phrasing comes from the harmless requests as designed: yes/no confirmation ("could you
confirm if", 31.0% of harmless conversations), reassurance that the contact never asks for codes or
passwords (23.0%), and scheduling a repair ("to schedule a", 22.2%).

e Realism. Messages from banks and services read more like phone conversations than the short, formal
texts such organizations send. Harmless contacts never quote any digits of a customer's account or
identity numbers; our checks forbid it to keep harmless conversations free of personal details. Real banks
may refer to a card or account by its last four digits, but a genuine representative never volunteers digits
of a customer's Social Security number: the customer gives them, and the representative may only repeat
them back to confirm.

e Diversity. No near-duplicate conversations; openings and names passed the diversity check.

Coercive control

Part Planned Delivered
Baseline control (whereabouts and proof 23, after separation 23, phone access 16, isolation rules 16) 78 78
Evasion probes 26 26
Adversarial probes 26 26
Baseline harmless 39 39

Hard negatives 91 91

Total 260 260
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Generated on October 12-13,2026, and frozen on October 13. Manifest hash 110913d7..62813d . Two plans
failed the first run and succeeded on a second attempt; none was excluded.

Disclosures. We accepted this set with the following known issues:

Contact message length is not balanced. The standardized difference is 0.272 for the contact, above our
limit of 0.2 (0.419 on baseline items only). Overall length (0.193) and turn counts (0.000) are balanced.

Commas mark the controlling side. Comma rate alone separates the classes at an AUC of 0.80 or more,
because controlling messages are often conditional ("if you do this, then that"). The shape classifier as a
whole reaches 0.693, within our limit.

Phrases in one class only are mostly the harm itself. Controlling contacts say "I will have to" (31.5% of
harmful conversations), "who you're with" and "you didn't mention" (20.8% each) and "from now on"
(20.0%). These are the demands and consequences a detector should find.

Harmless contacts are warm. "Kind of you" (23.1%), "that sounds like a" (16.9%) and "l saw a photo"
(14.6%) appear only in harmless conversations, and harmless partners never push back, since there is
nothing to push back on.

Partners appease on the harmful side. "Try to be more" (16.2%) and "what you're saying" (14.6%) appear
only in harmful conversations. This is realistic, but it is a cue on the other speaker's side.

Bullying

Part Planned Delivered
Baseline bullying (exclusion 26, teasing that turns 26, exposure 26) 78 78
Evasion probes 26 25
Adversarial probes 26 26
Baseline harmless 39 39

Hard negatives 91 91

Total 260 259

Generated on October 13-14, 2026, and frozen on October 14. Manifest hash £c765275..856c28 . One evasion
plan failed all six attempts on a style check, so the harmful class has 129 conversations; one harmless plan
succeeded on a second attempt. None was excluded.

The set covers one-to-one chats between teenagers. Group chats, adults, sexual harassment, identity-based
slurs and threats of violence are out of scope.

Disclosures. This set passes every balance and shape check: message length 0.025 overall and 0.160 for the
contact, turns 0.003, and a shape AUC of 0.605 with no single feature above 0.7. Known issues:

A repeated story. Harmful contacts bring up "that time you" (20.9% of harmful conversations), and one
image recurs as a generator habit (13.2%). Real bullies do return to the same incident, but not in the same
words across different people.

Harmless-side habits. Harmless contacts ask for a picture ("a picture of", 26.2%), and apology words
appear in 30.0% of harmless contacts against 1.6% of harmful ones. Apologies are by design: in harmless
teasing, the joke stops when the other person objects.

Exclusion words mark the harm. They appear in 22.5% of harmful contacts and 1.5% of harmless ones.
This is the signal a detector should find.

Some bullying is indirect. In 36 of 129 harmful conversations, the contact uses none of our listed
mockery, exposure or exclusion words after the request turn. These are subtler cases and are kept.
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Self-harm and emotional distress

Part Planned Delivered
Baseline disclosures (suicidal thoughts 26, self-injury 26, warning signs 26) 78 78
Evasion probes 26 26
Adversarial probes 26 25
Baseline harmless 39 39

Hard negatives 91 91

Total 260 259

Generated on October 14,2026, and frozen on October 15. Manifest hash 07ee5304..81dc4e . One adversarial

plan failed all six attempts because the model kept naming a method, which our checks reject, so the harmful
class has 129 conversations. One conversation was kept after reading although a check flagged it: the flagged
word was part of a musical phrase. A first generation run used the wrong model by mistake; it was set aside

entirely and none of it is in this set.

Safety rules. Disclosures are clear but never detailed: no conversation names a method or gives instructions,
and a check rejects any message that does. There are no farewell messages. The warning-signs route (feeling
like a burden, hopelessness) has no acute marker by design, which is why Tuteliq's scoring rule for it differs

(section 7).

Disclosures. We accepted this set with the following known issues:

Contact message length is slightly unbalanced. The standardized difference is 0.204 for the contact, just
above our limit of 0.2 (0.326 on baseline items only). Overall length (0.187) and turns (-0.010) are
balanced.

Commas. Comma rate alone separates the classes at an AUC of 0.734; the shape classifier as a whole
reaches 0.608, within our limit.

A generator habit on the harmful side. "It means a lot that" appears in 37.2% of harmful contacts and no
harmless one. "Hard to explain" (23.3%) is ordinary disclosure language.

Harmless-side habits. Harmless contacts ask for a picture ("send me a picture of", 35.4%) or to borrow
something (30.0%); these come from the harmless request steps.

The listener's side. Supportive replies such as "here if you want to" (23.3%) appear only in harmful
conversations. This is realistic, but it is a cue on the other speaker's side.

Warning-sign words mark the harm. Self-injury words appear in 27.9% of harmful contacts, burden in
21.7% and hopelessness in 11.6%, and none of them in harmless ones. This is the signal a detector should
find.

Some disclosures are indirect. In 27 of 129 harmful conversations, the contact uses none of our listed
warning-sign words after the request turn. These are subtler cases and are kept.

The figures for coercive control, bullying and self-harm were computed from the frozen sets with the same

checks used before freezing.
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Label check by a second evaluator

Dr. Ayan Roy (Christopher Newport University) checks our labels blind. He reads 50 conversations, 10 from
each set (5 harmful and 5 harmless, drawn at random with a fixed seed), shuffled together under neutral IDs.
Each shows its category, so he can judge the harm in question, but no class, route or label. For each, he
records whether the conversation shows the harm named for its category, how sure he is, and any note. We
compare his answers with our design labels as percent agreement and Cohen's kappa, overall and by
category. Every disagreement is read and discussed, not dropped.

Result. Dr. Roy agreed with our labels on 41 of 50 conversations (82%; Cohen's kappa 0.64). Agreement was 9
of 10 for bullying, coercive control and self-harm (kappa 0.80 each), 8 of 10 for romance (0.60) and 6 of 10 for
social engineering (0.20). Eight of the nine disagreements were harmless conversations he judged harmful, six
of them hard negatives built to look suspicious. The ninth was a self-harm evasion conversation he read as
hard times without self-harm. In social engineering he judged four of the five harmless conversations to be
scams, so our harmless contacts from banks and services can read as suspicious even to an expert reader.

On all nine disputed conversations, Tutelig's main-measure result matched our label rather than his: no false
alarm on the eight harmless ones, and the self-harm conversation was flagged for review. The disagreements
therefore do not inflate Tuteliq's error counts, but they show that the line between harmful and harmless is
genuinely hard to draw in places, most of all in social engineering. Appendix C gives the full breakdown.

Realism notes. Dr. Roy's comments also point to weaknesses of generated dialogue that we disclose: tone
that turns hostile abruptly where real escalation is usually gradual, repeated openings, and sudden changes
of topic within a single message. He also noted replies that do not follow up on the previous message. In text
conversations this can be natural, since a thread may continue in person, but it can make some exchanges
read as disjointed. These features may make some harm easier or harder to spot than in real conversations.

Limitations common to all sets

Coverage limitations. Because this evaluation was time-boxed, some areas were not covered and may
warrant further testing: money-mule recruitment and grooming (section 4) and Tuteliq's other harm
categories; languages other than English; images, audio and video; conversations longer than 26 turns; real
platform traffic; and the optional pass that tells the detector the type of conversation.

e All conversations are synthetic and come from one generator model; real conversations are messier and
more varied. A recent preprint comparing synthetic and real bullying dialogues found that synthetic text
keeps the direction of the power gap between bully and victim but misjudges its size, and misjudges how
intense, humorous and escalating real bullying is (Kazemi et al. 2026, preprint). In the terms of Suresh and
Guttag's framework of harms in machine learning, this is evaluation bias: a benchmark that does not
represent the population a system will meet in use (Suresh & Guttag 2021, p. 6). Our results describe
performance on these conversations, not on real traffic.

e Our conversations are compressed. In the two successful romance scams among 30 real scammer-victim
chats (27 from police files), the conversation ran 742 to 1,274 lines over 19 to 65 days (Lee & Ang 2026).
Our romance conversations run 20 to 26 turns, which compresses that by a factor of about 30 or more;
the other sets are shorter still. We test whether the pattern is recognized, not a full-length scam.

e Few studies analyze real written scam conversations turn by turn. Two recent studies support our stage
orders: Ibafiez (2024), on 10 failed scam chats posted by their targets, and Li et al. (2026), on 49 Chinese-
language investment and romance scam chats that Telegram groups linked to scam operations posted as
examples of success. Neither is arandom sample, and some of our stage orders are still filled by design.

e English only.
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6. System description and API calling

The run uses Tuteliq's own evaluation harness, the route Tuteliq uses for every external evaluator. Our frozen
conversations go into Tutelig's evaluation repository as eleven dataset folders. Carl Lochstampfor starts the
run, Tuteliq approves the live job, and the harness saves the full response for every case, so each result can
be traced to the exact conversation that produced it.

What Tuteliq is. Tuteliq describes itself as a content moderation API built around the harm taxonomy of the
U.S. Kids Online Safety Act (KOSA), for platforms where minors interact online. Submitted text is normalized
and its language detected. Specialized classifiers for each harm category then run, and a context engine
weighs intent, relationship dynamics, platform norms and attempts to split harmful content across
messages. Severity is calibrated to the user's age group; when no age group is sent, as in this evaluation,
Tuteliq reads any sign of age from the conversation itself and otherwise does not treat the speakers as
children (Tuteliq, in writing, October 17,2026). Conversation-aware detections accept earlier messages as
context. The documentation describes the service as stateless: submitted text is not stored between requests
and is not used for training. The system version evaluated is recorded from Tuteliq's health check at the start
and end of the run (How it works).

How we call it.

1. Each frozen conversation is sent once to the detection for its category. The run took place on Monday,
October 19,2026, as GitHub Actions run #42 (ID 39241363336 ), started at about 07:00 ET from our branch
(cova-tpl-datasets)in Tuteliq's repository, as Tuteliq asked; the pull request does not need to be
merged. Tuteliq ran the same folders once on October 17 to check the setup (run #40); it is not used for
results.

2. Each conversation is sent as one block of text, one line per message, in order. Speakers appear as
"unknown", the harness's label when no speaker role is given, so the detector is not told which speaker is
which. Bullying conversations carry the two speakers' invented first names instead.

3.No age group is sent, as Tuteliq asked.
4.Incident recording is switched off for every call, as Tuteliq asked for evaluation traffic.

5.The APl accepts up to 10,000 characters per message. Our longest conversation block is 7,045 characters,
SO no case is near the limit.

6. A call that fails is retried. A call that still fails, or a response that cannot be read or has no recommended
action, is logged as a failed call and reported separately; it is never counted as a miss.

7.Calls run one at a time, never in parallel.

8. Tutelig's health check reported the same detector version ( tuteliq-detect-v5.20261015 ), build
(71ff48a) and configuration ( b45a9e613f13 ) at the start of the run (06:53 ET) and at the end (12:48 ET),
and its uptime shows the service did not restart in between. The build had changed since the check on
October 17; the detector version and configuration had not. The run used commit 34419d8 of our
branch.

9. Scoring is done offline on the saved responses, so no case is ever sent twice to get a better answer.
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10. The conversation type was not sent. The optional second pass, which would have sent it as a direct
message, was not run.

11. The single-message baseline is one more folder: 50 single messages, 5 harmful and 5 harmless per
category, each cut by script from a frozen conversation and sent alone as plain text. The cut is the turn
where the harmful request first appears, or the matching request in a harmless conversation, as fixed by
the plan before generation. It is not chosen by hand, so some cut messages are milder than the
conversation's peak.

Category Detection (under/api/v1) Whatis sent

Romance scam /fraud/romance-scam Whole conversation asone block, speakers unknown
Socialengineering /fraud/social-engineering Whole conversation as one block, speakers unknown
Coercive control /safety/coercive-control Whole conversation asone block, speakers unknown
Bullying /safety/bullying Whole conversation as one block, speakers named
Self-harm and emotional distress /safety/unsafe Whole conversation asone block, speakers unknown

Run scope. The run's dataset selection was left at its default, so Tuteliq's harness also ran Tuteliq's own
benchmark datasets in the same job. This did not change how our cases were sent or scored. The job reached
its five-hour limit after all eleven of our folders had finished; the dataset still running at that point was one of
Tutelig's. All 1,344 of our cases returned a readable response with a recommended action: no failed calls and
no case left unrun. We did not open the results for Tutelig's own datasets.

Timeline.
Date (2026) Step
September25- Scope agreed; test design and generation method set
27

October12-16 Datasets frozen: social engineering (Oct 12), coercive control (Oct 13), bullying (Oct 14), self-harm (Oct 15),
romance (Oct 16)

October 17 Datasets placed in Tuteliq's evaluation repository; Tuteliq's setup check (run #40)
October19 Live run (run #42) and scoring

October20-21 Blind label check by the second evaluator

October22 Draft sent to Tuteliq for factual review, with the second evaluator copied

About October Finalreport
26

7. Results

Each figure gives the rate, the count and a 95% Wilson score interval in square brackets, because the sets are
small and some rates sit near 0% or 100%. Tables show the main measure unless they say otherwise.
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How we score. The main measure counts a harmful conversation as detected when Tuteliq's recommended
action is above monitor. As a second measure, we also report any detection at all. For self-harm,
conversations that show acute risk are scored on the main measure; conversations that show warning signs
count as detected when Tuteliq flags self-harm, distress context or depression and anxiety, at any action
level. Tuteliq confirmed these rules before the run. Recall is reported separately for baseline, evasion and
adversarial conversations, so the cost of hiding or disguising the harm is visible. False alarms are reported
separately for ordinary and hard harmless conversations. Precision is computed on the full set. Failed calls,
including a response that cannot be read or has no recommended action, are listed apart and excluded from
every rate.

Precision depends on the mix. Our sets are about half harmful and half harmless; in real messaging, harmful
conversations are rare. The same detector with the same false-alarm rate has much lower precision when
harm is rare, so we report recall and the false-alarm rate as the main figures, and give precision at our mix
with a note on what it would be at lower prevalence. Accuracy is not reported as a headline figure for the
same reason.

Naming Tuteliq next to results. Wording agreed with Tuteliq in writing on October 17,2026; the detector
version is the identifier the health check reports at the start of the run: "Results for Tuteliq (detector version
tuteliq-detect-v5.20261015, tested October 19,2026) from an independent evaluation by Carl
Lochstampfor on synthetic conversations. Tuteliq reviewed the report for factual accuracy only; the scoring
and conclusions are the author's."

Social engineering had the lowest detection and the most false alarms

Harmful conversations detected (recall) Harmless conversations flagged (false alarms)
Romance scam 100.0% @ —@— 6.9%
Social engineering 83.8% —@— —— 159%
Coercive control 99.2% @ |@— 0.8%
Bullying 84.5% F—@— —o— 4.6%
Self-harm 9%.1% —@- l@— 0.8%
50% 60% 70% 80% 90% 100% 0% 10% 20% 30%

Figure 1. Source: Tuteliq run of October 19,2026 (detector tuteliq-detect-v5.20261015 ); our scoring. n=129-130 per category and
class.

Figure 1 summarizes the main result; the tables below give every figure.
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Detection of harmful conversations (recall)

Table 1. Harmful conversations detected, by category and test class (main measure). Source: Tuteliq run of October 19,2026; our

scoring.
Category Baseline Evasion Adversarial Allharmful
Romance scam 100.0% (70/70) [94.8-  100.0% (32/32) [89.3-  100.0% (28/28) [87.9- 100.0% (130/130)

Socialengineering

Coercive control

Bullying

Self-harm /emotional
distress

100.0]

81.4% (57/70) [70.8-
88.8]

100.0% (78/78) [95.3-
100.0]

87.2% (68/78) [78.0-
92.9]

97.4% (76/78) [91.1-
99.3]

100.0]

87.5% (28/32) [71.9-
95.0]

96.2% (25/26) [81.1-
99.3]

76.0% (19/25) [56.6-
88.5]

92.3% (24/26) [75.9-
97.9]

False alarms on harmless conversations

100.0]

85.7% (24/28) [68.5-
94.3]

100.0% (26/26) [87.1-
100.0]

84.6% (22/26) [66.5-
93.8]

96.0% (24/25) [80.5-
99.3]

Table 2. Harmless conversations flagged, by category and type (main measure). Source: as Table 1.

Category

[97.1-100.0]

83.8% (109/130) [76.6-
89.2]

99.2% (129/130) [95.8-
99.9]

84.5% (109/129) [77.3-
89.7]

96.1% (124/129) [91.2-
98.3]

Baseline harmless

Hard negatives

Allharmless

Romance scam
Social engineering
Coercive control

Bullying

1.8% (1/55) [0.3-9.6]
20.4% (11/54) [11.8-32.9]
0.0% (0/39) [0.0-9.0]

0.0% (0/39) [0.0-9.0]

10.7% (8/75) [5.5-19.7]
12.5% (9/72) [6.7-22.1]
1.1% (1/91) [0.2-6.0]

6.6% (6/91) [3.1-13.6]

6.9% (9/130) [3.7-12.6]
15.9% (20/126) [10.5-23.2]
0.8% (1/130) [0.1-4.2]

4.6% (6/130) [2.1-9.7]

Self-harm /emotional distress 0.0% (0/39) [0.0-9.0] 1.1% (1/91) [0.2-6.0] 0.8% (1/130) [0.1-4.2]

Precision

Table 3. Precision at our mix of about half harmful (main measure). Source: as Table 1.

Category Precision Harmful/ all flagged
Romance scam 93.5% [88.2-96.6] 130/139
Social engineering 84.5% [77.3-89.7] 109/129
Coercive control 99.2% [95.8-99.9] 129/130
Bullying 94.8% [89.1-97.6] 109/115
Self-harm /emotional distress 99.2% [95.6-99.9] 124/125

These figures hold at our mix of about half harmful. For illustration only, if 1 conversation in 100 were
harmful, the same recall and false-alarm rates would give precision of about 13% for romance, 5% for social
engineering, 57% for coercive control, 16% for bullying and 56% for self-harm. These are calculated from our
rates, not measured.
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Second measure: any action

The second measure counts any recommended action other than none, including monitor.

Table 4. Recall and false alarms on the second measure (any action). Source: as Table 1.

Category Recall, allharmful False alarms, allharmless
Romance scam 100.0% (130/130) [97.1-100.0] 56.9% (74/130) [48.3-65.1]
Socialengineering 100.0% (130/130) [97.1-100.0] 53.2% (67/126) [44.5-61.7]
Coercive control 100.0% (130/130) [97.1-100.0] 25.4% (33/130) [18.7-33.5]
Bullying 84.5% (109/129) [77.3-89.7] 4.6% (6/130) [2.1-9.7]
Self-harm /emotional distress 87.6% (113/129) [80.8-92.2] 0.8% (1/130) [0.1-4.2]

For romance, social engineering and coercive control, Tuteliq places many harmless conversations at
monitor; what separates harmful from harmless there is the action level above monitor. For bullying the two

measures give identical results. For self-harm, the second measure swaps the rule for warning-sign

conversations (an action above monitor instead of a self-harm, distress or depression flag at any level), so it

comes out lower than the main measure.
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Results by route

Table 5. Recall and false alarms by route (main measure). Source: as Table 1.

Category Route Recall False alarms
Romance scam Classicromance 100.0% (87/87) [95.8-100.0] —
Romance scam Investment ("pig butchering") 100.0% (43/43) [91.8-100.0] —

Socialengineering
Social engineering
Socialengineering
Social engineering
Coercive control
Coercive control
Coercive control
Coercive control
Bullying

Bullying

Bullying
Self-harm
Self-harm

Self-harm

Accountsecurity

Tech support
Governmentidentity check
Arelative on anew number
Whereabouts and proof
After separation

Phone access

Isolation rules

Exclusion

Teasing thatturns
Exposure

Suicidal thoughts
Self-injury

Warningsigns

100.0% (42/42) [91.6-100.0]
100.0% (34/34) [89.8-100.0]
25.0% (7/28) [12.7-43.4]
100.0% (26/26) [87.1-100.0]
100.0% (39/39) [91.0-100.0]
100.0% (39/39) [91.0-100.0]
100.0% (26/26) [87.1-100.0]
96.2% (25/26) [81.1-99.3]
100.0% (41/41) [91.4-100.0]
65.2% (30/46) [50.8-77.3]
90.5% (38/42) [77.9-96.2]
97.6% (41/42) [87.7-99.6]
90.2% (37/41) [77.5-96.1]

100.0% (46/46) [92.3-100.0]

23.7% (9/38) [13.0-39.2]
11.8% (4/34) [4.7-26.6]
25.0% (7/28) [12.7-43.4]
0.0% (0/26) [0.0-12.9]
0.0% (0/39) [0.0-9.0]
2.6% (1/39) [0.5-13.2]
0.0% (0/26) [0.0-12.9]
0.0% (0/26) [0.0-12.9]
4.8% (2/42) [1.3-15.8]
4.3% (2/46) [1.2-14.5]
4.8% (2/42) [1.3-15.8]
0.0% (0/42) [0.0-8.4]
2.4% (1/42) [0.4-12.3]

0.0% (0/46) [0.0-7.7]

Romance harmless conversations carry no route, so their false alarms appear only in the category tables.

Notable results by the

kind of request:

e Social engineering, requests for identity data: 7 of 28 detected (25.0% [12.7-43.4]). Every other kind of

request (login credentials, one-time codes, remote access) was detected in all cases.

e Romance, harmless requests for a loan between people who trust each other: 8 of 15 flagged (53.3%

[30.1-75.2]). Harmless requests to split a cost (0/38) or pay someone back (0/22) were never flagged.

¢ Bullying, mockery of someone's abilities: 10 of 22 detected (45.5% [26.9-65.3]). Threats to share

something, demands to stay away, and removal from a group were detected in all cases.

Single-message baseline

Most messages in a harmful conversation are harmless on their own, so we expected detection on single

messages to be lower than on whole conversations. This table shows how much the system relies on context.

Each category has only five harmful and five harmless messages, so these figures show direction only.
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Table 6. Single messages against the same items as whole conversations, five harmful and five harmless per category (main
measure). Source: as Table 1.

Category Detected as single messages Detected as whole conversations (same items)
Romance scam 5/5 (false alarms 0/5) 5/5 (false alarms 0/5)
Socialengineering 5/5 (false alarms 1/5) 5/5 (false alarms 1/5)
Coercive control 3/5 (false alarms 0/5) 5/5 (false alarms 0/5)
Bullying 4/5 (false alarms 0/5) 2/5 (false alarms 0/5)
Self-harm /emotional distress 3/5 (false alarms 0/5) 5/5 (false alarms 0/5)

Across all 50 single messages, 20 of 25 harmful messages were detected (80.0% [60.9-91.1]) and 1 of 25
harmless messages was flagged (4.0% [0.7-19.5]). Whole conversations did better for coercive control and
self-harm. Bullying was the one category where the single message did better than the whole conversation.

Failed calls: none. All 1,344 cases returned a readable response with a recommended action, and no case was
leftunrun.

Validation
Checks that the results are complete and correctly reported:
e Complete run. All 1,344 cases returned a readable response with a recommended action; none failed and
none was leftunrun.

¢ Unchanged detector. Tutelig's health check reported the same detector version, build and configuration
at the start and end of the run, and the service did not restart in between.

e Tested scoring. The scoring script was tested on invented responses before the run, and scores only the

saved responses, so no case was sent twice.

e Checked figures. Every figure in sections 7 and 8 was checked by script against the scoring output, with
the intervals recalculated independently; no mismatches were found.

e Second evaluator. Blind labels from Dr. Roy agreed with ours on 41 of 50 conversations (Cohen's kappa
0.64; section 5, Appendix C).

8. Strengths and weaknesses

Each finding cites the figure in section 7 that supports it. All figures use the main measure unless stated, and
they come from synthetic conversations; section 5 lists the limits of that data.
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Table 7. Findings, with the evidence for each from section 7.

Strength or
Finding weakness Evidence (section 7)
Romance scams were detected in every harmful Strength Recall 100.0% (130/130) [97.1-100.0]
conversation, classicand investmentalike, includingall
evasion and adversarial probes
Coercive control was detected almost without exception, Strength Recall 99.29% (129/130) [95.8-99.9]; false
with almost no false alarms alarms 0.8% (1/130) [0.1-4.2]
Self-harm and emotional distress were detected reliably, with ~ Strength Recall 96.1% (124/129) [91.2-98.3]; false
almost no false alarms alarms 0.8% (1/130) [0.1-4.2]
Detection held up on the syntheticevasion and adversarial Strength Largestdrop: bullying, baseline 87.2% to
probes, which hide or disguise the harm; no category fell evasion 76.0%, with overlappingintervals
sharply from baseline to evasion oradversarial probes
Social engineering that asks foridentity dataundera Weakness Recall 25.0% (7/28) [12.7-43.4]; false alarms on
governmentidentity check was mostly missed, and harmless the route 25.0% (7/28) [12.7-43.4]
conversations on the same route were flagged just as often
Socialengineering had the highest false-alarmrate, including ~ Weakness False alarms 15.9% (20/126) [10.5-23.2];
on ordinary harmless conversations baseline harmless 20.4% (11/54); account
security 23.7% (9/38)
Genuine loan requests between people who trusteach other ~ Weakness 8 of 15flagged, 53.3% [30.1-75.2]; split-cost
were often flagged as romance scams (0/38) and pay-back (0/22) requests never
flagged
Bullying that starts as teasing, and mockery of someone's Weakness Teasing that turns 65.2% (30/46) [50.8-77.3];
abilities, was often missed ability mockery 45.5% (10/22) [26.9-65.3]
Many harmless romance, social engineering and coercive For Second measure false alarms 56.9%, 53.2%

control conversations were placed at monitor

Answers to the questions set before the run.

platformsto
note

and 25.4%; the action level above monitoris
what separates harmful from harmless

e Does detection hold up when the harm is hidden or disguised? Largely yes, on the synthetic evasion and
adversarial probes we tested. Recall on evasion and adversarial probes stayed close to baseline in every
category, and for social engineering it was slightly higher. A system that relied mainly on keywords would
be expected to drop sharply on these probes; that pattern did not appear.

e Does the system raise false alarms on harmless conversations that look suspicious? Rarely for coercive
control and self-harm (1.1% of hard negatives each), more often for bullying (6.6%) and romance (10.7%),
where most romance false alarms were genuine loan requests. Social engineering is the exception: it
flagged ordinary harmless conversations (20.4%) more often than hard negatives (12.5%).

e Does it need the whole conversation? Whole conversations did better for coercive control and self-harm
(5 of 5 against 3 of 5 for single messages). Bullying went the other way (4 of 5 single messages against 2 of
5 whole conversations). With five items per category, these show direction only.

e Does performance differ by route? Within romance, no: classic and investment scams were both detected
in every case. The clear differences are within social engineering, where the government identity route
stands far below the others, and within bullying, where teasing that turns hostile is detected less often

than exclusion or exposure.
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Recommendations to Tuteliq

1.

Identity-data requests under a government pretext. Review the 21 missed and 7 falsely flagged
conversations on this route. The detector does not yet separate a scam asking for identity data from a
legitimate identity check.

.Social engineering false alarms. Review the 20 harmless conversations flagged above monitor, most on

routine account-security and tech-support contact.

.Loans between people who trust each other. Review the 8 flagged trusted-loan conversations. An

ordinary request for money between people with an established relationship is not, by itself, a romance-

scam signal.

. Bullying that escalates gradually. Strengthen detection of mockery of ability and of teasing that turns

hostile (16 of 46 missed on that route).

5. Guidance on the monitor level. Tell integrators that monitor is applied to many harmless conversations,

so automated action is best tied to flag for review and above.

On request, we can give Tuteliq the case IDs behind each of these findings.

9.

Privacy and Al ethics

No real person's data was used or sent anywhere in this evaluation: every conversation is synthetic, and only

synthetic text reaches Tuteliq's API.

Our test data

No real people. No message from a real victim or offender is quoted, paraphrased or imitated. Sources
inform what happens at each stage, never the wording.

No real identifiers. Links, phone numbers, account numbers and codes are fictional placeholders. Checks
reject any message that writes out a real-looking password, ID number, date of birth or card number.

No real organizations. Banks, agencies and companies are named only by kind or by invented names.
No child sexual abuse material, and no sexual content involving minors, under any circumstances.

Local generation and controlled storage. Conversations are generated on our own machines and stored
on our own storage with verified copies; they are kept out of public code repositories. For the run, they
are placed in Tuteliq's evaluation repository and kept there afterward under royalty-free terms agreed in
writing on October 26,2026: Tutelig may use them for internal testing, improving detection and
regression checks; the author keeps ownership and may publish them; Tuteliq does not share or publish
them outside the company.

Tuteliq's system

From Tutelig's public documentation, and facts Tuteliq gave us in writing:
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Storage and training. The documentation describes the service as stateless: submitted text is not stored
between requests and is not used for training (How it works). Tuteliq told us in writing that processing
takes place in the EU.

Explaining a flag. Every detection returns a short rationale and a recommended action with its risk score,
so a platform can see why a conversation was flagged and choose a proportionate response, from
monitoring to blocking (section 3).

Age. No age group is sent. Tuteliq reads any sign of age from the conversation itself and otherwise does
not treat the speakers as children.

False accusations. A false alarm on a harmless conversation can wrongly mark a person as a scammer or
abuser. Our hard negatives are built to measure exactly this risk; the result is reported in section 7 and

discussed in section 8. How a platform acts on a flag matters as much as the flag itself: Suresh and Guttag
call the gap between how a system is evaluated and how people actually use its output deployment bias

(Suresh & Guttag 2021, p. 6). A flag is best treated as a prompt for human review, not a verdict.

Results handling. Tuteliq's responses are its confidential information. They are stored only on the author's

own computers and a private, encrypted cloud backup. They are shared only with Dr. Roy and the Al assistant

used to draft this report (with Tuteliq's written consent of October 14), used only for this evaluation, and kept

as a private copy by the author for later verification only, with Tuteliq's written permission of October 26,

2026. Tutelig also holds an archive copy (see the table below).

Data handling and retention

No real person's data was handled at any stage. The table sets out what each kind of data is, who could see it
and how long it is kept.

Data

Held where

Who could access
it

Retention

Test conversations

Author's own storage,

Author; Tuteliqg; Dr.

Owned by the author. Tuteliqg may keep them for

(synthetictext with verified copies; Roy (the 50in the internaltesting, improving detection and regression

only) Tutelig's evaluation labelcheck);the Al checks, underroyalty-free terms agreed in writingon
repository forthe run assistant October 26,2026

Text sent to Tutelig's service Tuteliq Not stored between requests and not used for

Tuteliq's API (processingin the EU, per training, per Tuteliq's documentation;incident
Tutelig in writing) recording switched off for every call

Tuteliq's Run artifactin Tuteliq's Author; Dr.Roy;the  Used only forthis evaluation. The author keepsone

responsesand our repository;author'sown Al assistant private copy for later verification only, with Tutelig's

scores per case computersand aprivate,  (Tuteliq's written written permission of October 26, 2026;itis not
encrypted cloud backup consentof October shared orused foranything else. Tuteliq, which owns

14) this data, also holds an archive copy
Second Author's computer, Author; Dr. Roy Kept with the evaluation record; they contain no

evaluator's labels

Reportfigures

stored apartfrom
Tuteliq's responses

Thisreportand the public

summary

Readers of each
version

Tuteliq data

Aggregate rates and countsonly; no case-level datain
eitherversion

The Al assistant was used with the "Help improve our Al models" privacy setting turned off, so nothing it
processed for this evaluation is used to train Anthropic's models.
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10. Regulatory relevance

Both the proposed EU KIDS Act and the UK Online Safety Act push platforms to show that their services are

safe for children. The last column notes where our results are relevant to each instrument. This section does
not assess or validate compliance by Tuteliq or by any platform: compliance depends on how a platform
deploys a tool and on its wider risk assessments and measures, which this evaluation did not examine. Our

conversations do not state the speakers' ages, so the results describe detection in general, not for children

specifically.
Instrument Status What it asks of platforms Link to this evaluation
EU KIDS Act Proposed Safety by design and a high level of Detection across whole conversations
(European September 17, privacy, safety and security for users could beoneinputto aplatform's safety-
Commission 2026; now before under 18; certified age assurance; limits ~ by-design measures: coercive control
proposal) the European on account creation by children under was detected in 99.2% of harmful
Parliamentandthe  15o0nsomesocial networkingand conversationsand bullyingin 84.5%.
Council (Latham &  video-sharing services; very large False alarms stayed at or below 4.6% for
Watkins) platforms must submit compliance coercive control, bullying and self-harm,
plansand commission anindependent  which isrelevantto proportionate
audit of them moderation
UK Online In force since Risk assessment forillegal content, Fraud: romance scams were detected in
Safety Act: March 17,2025 including fraud and child sexual abuse;  every case (130/130). Social engineering
illegal harms (CMS) measures against pathways to recall was 83.8% with 15.9% false alarms,
duties grooming; a channelforfraud experts and the governmentidentity route
to flag scams. Fraud (Schedule 7, para. (25.0%) is a gap a platform's fraud risk
33) and controlling or coercive assessmentwould need to cover.
behavior (para. 11) are both priority Coercive control, also a priority offense,
offenses was detected in 99.2% of harmful
conversations
UKOnline In force since July Protect children from content harmful Bullying recall was 84.5% with 4.6% false
Safety Act: 25,2025 to them,including bullying content alarms; teasing that turns hostile (65.2%)

protection of
children codes

11. Honest overall assessment

and mockery of ability (45.5%) were
detected less often

On 1,344 synthetic cases across five categories, Tuteliq's detector ( tuteliq-detect-v5.20261015 ) detected

most harmful conversations at an action level above monitor, with few false alarms in most categories. It is

strongest on romance scams, coercive control and self-harm, where recall is above 95% and false alarms are

at or below 6.9%. Detection did not collapse on the synthetic evasion and adversarial probes, which hide or

disguise the harm; evasion in real conversations may differ.
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https://www.whitecase.com/insight-alert/uk-online-safety-act-protection-children-codes-come-force
https://www.whitecase.com/insight-alert/uk-online-safety-act-protection-children-codes-come-force
https://www.whitecase.com/insight-alert/uk-online-safety-act-protection-children-codes-come-force
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The clearest weakness is social engineering that asks for identity data under a government pretext: one in
four such conversations was detected, and harmless conversations on that route were flagged just as often.
Social engineering also has the highest false-alarm rate of the five categories. Smaller gaps are genuine loans
between people who trust each other being flagged as romance scams, and bullying that escalates gradually
from teasing.

How far our data supports these conclusions: the conversations are synthetic, generated by a language
model and checked by script and by hand, with labels reviewed by a second evaluator (agreement 82%,
Cohen's kappa 0.64; section 5). Routes and request types have tens of conversations each, so their figures
have wide intervals. The sets are about half harmful; at realistic prevalence, precision would be much lower
(section 7). The results describe this detector version on these conversations, not performance on real
platform traffic.

Independence and funding

This evaluation was designed, run and scored independently by Carl Lochstampfor, with Dr. Ayan Roy as
second evaluator. Tuteliq provided access to its evaluation harness and reviewed the report for factual
accuracy only; it had no role in the test design, the scoring or the conclusions. This evaluation is not an
accreditation, certification or audit. Tuteliq did not see any test conversation before the sets were frozen, and
had no part in writing, choosing or changing them. The frozen sets were placed in its evaluation repository
only so its harness could run them, and every file is fingerprinted, so any change would be detectable. Tuteliq
has not paid for this evaluation or for any of its content. The evaluation took more than 175 hours from
September 25,2026, and was carried out unpaid. It builds on earlier unpaid work auditing and refining the
COVA and COVA-X datasets. No payment has been received or agreed; if that changes, it will be disclosed. After
the evaluation, Tuteliq was given royalty-free permission to use the test dataset for internal testing and
regression checks (section 9), so any future independent retest of Tutelig should use new, unseen
conversations.

Use of Al. Claude (Anthropic), an Al assistant, helped draft and edit this report, cross-check every reported
figure against the scoring output, organize the sources, and write the generation and scoring software under
the author's direction. The test conversations themselves were generated by a separate open-weight
language model run locally (section 5). All design decisions, labels, judgments and conclusions are the
author's. Tuteliq's responses were shared with the assistant under Tutelig's written consent of October 14,
2026. The author's Claude account has the "Help improve our Al models" privacy setting turned off, so these
sessions are not used to train Anthropic's models.

About the Author and ScamLingua

Carl Lochstampfor is an undergraduate student pursuing a Bachelor of Science in Cybersecurity at Old
Dominion University. ScamLingua is his research project on detecting scams and online harm in
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Glossary

Term Meaningin thisreport

Recall The share of harmful conversations the system detected

False alarm A harmless conversation the system flagged; the false-alarm rateis the share of harmless
conversations flagged

Precision Of everything flagged, the share that was actually harmful. It depends on how common harm is
(prevalence)

Prevalence How common harmful conversations are in the trafficbeing checked

Main measure
Second measure
Baseline
Evasion probe

Adversarial probe

Hard negative
Route
Requesttype

Single-message
baseline

Failed call
Frozen set

Wilson score interval

PUBLIC

Arecommended action above monitor: flag for review, escalate, block orimmediate intervention
Any recommended action otherthan none, including monitor

A harmful conversation in which the harm is stated plainly

A harmful conversation in which the harm is hidden, softened or spread out

A harmful conversation written to steerthe detector away, forexample by framingthe harm as
harmless

A harmless conversation that looks suspicious on the surface
A sub-type within a category, such asinvestment romance scams or proof-of-whereabouts control
The specificthing asked forin a conversation, such as aone-time code oraloan

The one message where the request first appears, sent on its own without the rest of the
conversation

Arequestwith no usable response; never counted as a miss
A dataset fixed before the run, with a fingerprint (manifest hash) so any later change would show

A95% range forarate that stays accurate for small sets and for rates near 0% or 100% (Wilson 1927)
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Appendix A: Run record

ltem Value

Date Monday, October 19,2026

Repository and Tutelig's evaluation repository, benchmark workflow, run #42 (ID 39241363336 )
workflow

Branch and commit
Settings

Detector

Cases
Failed calls/notrun
Results artifact

Scoring

cova-tpl-datasets at 34419d8
Full datasets; incident recording off; no age group; speakers unknown (bullying: named)

tuteliq-detect-v5.20261015,build 71£f48a, configuration b45a9e613£13 ,unchanged from
start (06:53 ET) to end (12:48 ET)

1,344: 1,294 conversations and 50 single messages, in 11 folders
0/0
results- 39241363336 , SHA-256 ffcdb91c...dcfdbef

Offline, by ourscript (commite3b61e4), on the saved responses

Appendix B: Scoring rules

e Each caseis scored once, from the saved response, with no resending.

e Main measure: detected when the recommended action is above monitor. Second measure: any action

other than none.

e Self-harm: conversations showing acute risk use the main measure; conversations showing warning signs

count as detected when Tuteliq flags self-harm, distress context or depression and anxiety, at any action

level. Tuteliq confirmed these rules before the run.

e Harmless self-harm conversations placed at monitor with distress context are not counted as false alarms

(none occurred).

e Failed calls, including unreadable responses or responses with no recommended action, are excluded

from every rate (none occurred).

e Intervals are 95% Wilson score intervals.
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Appendix C: Label check by the second evaluator

Dr. Ayan Roy labeled 50 conversations blind on October 20-21,2026: 10 per category, 5 harmful and 5
harmless, sampled at random with a fixed seed. Our design labels are the reference.

Category Agreement Cohen'skappa
Bullying 9/10 (90%) 0.80

Coercive control 9/10 (90%) 0.80

Self-harm /emotional distress 9/10 (90%) 0.80

Romance scam 8/10 (80%) 0.60

Social engineering 6/10 (60%) 0.20

All 41/50 (82%) 0.64

Our label Dr. Roy: harmful Dr. Roy: harmless

Harmful (25) 24 1

Harmless (25) 8 17

By test class: baseline 23 of 25, evasion 4 of 5, adversarial 3 of 3, hard negatives 11 of 17. By his confidence: 32
of 38 where he was certain, 6 of 8 where fairly sure, 3 of 4 where unsure.

Disagreements: four social engineering harmless conversations (two baseline, two hard negatives), two
romance hard negatives (in one he saw a scam but was unsure it was a romance scam), one coercive control
hard negative, one bullying hard negative, and one self-harm evasion conversation. Tuteliq's main-measure
result matched our label in all nine.
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Appendix D: Sources by category

The published research and official guidance each dataset is grounded in, and what each source informed.

Category Source Type Informed
Romance Wang & Kelsay 2026, International Review  Peer-reviewed article Scam tactics
of Victimology
Romance Schokkenbroek & Snaphaan 2026, Scopingreview Scam tactics; request types
Trauma, Violence, & Abuse
Romance Oak & Shafiq 2025, SOUPS Conference paper Investment scams
Romance Kopp etal. 2015, International Journal of Journal article Scam tactics
Cyber Criminology
Romance Amirkhani et al. 2026, Proc. ACM HCI Conference paper Scam tactics; look-alike harmless
conversations
Romance Cross &Holt 2025, Security Journal Peer-reviewed article Requesttypes
Romance FinCEN 2026, Alert FIN-2026-Alert005 Government alert Payment methods;investment
scams
Romance Archer2017; Annadorai etal. 2018 Thesis; journal article Supportingonly
Romance Stafford & Canary 1991 Peer-reviewed articles Everyday harmless conversations
Romance Lee & Ang 2026, Deviant Behavior Peer-reviewed article Conversation length
Social Wood etal. 2024, NDSS Preprint Scam tactics; request types
engineering
Social Agarwaletal., "HiMum and Dad" SMS Study (yearand venue Impersonation of arelative;
engineering scamsin the UK not printed) request types
Social Edwardsetal. 2017, WWW Companion Conference paper Scam tactics
engineering
Social Aietal.2024,EMNLP Conference paper Scam tactics; look-alike harmless
engineering conversations
Social Montafiez Rodriguez & Xu 2022, SciSec Conference paper Scam tactics
engineering
Social Pritom et al. 2026, SMS phishing review Preprint Scam tactics; request types
engineering
Social Van der Zee etal. 2019, arXiv Preprint Scam tactics
engineering
Social Ibafiez 2024, SPJRD Peer-reviewed article Scam tactics
engineering
Social Khadkaetal. 2023, TrustCom; Khadkaet ~ Journalarticle; study Requesttypes
engineering al.2026
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Category

Social
engineering

Social
engineering

Coercive
control

Coercive
control

Coercive
control

Coercive
control

Coercive
control

Coercive
control

Coercive
control

Bullying
Bullying

Bullying

Bullying

Bullying

Bullying

Self-harm

Self-harm

Self-harm

Self-harm

Self-harm

PUBLIC

Source

Menon et al.; Hossain et al. 2026, POPETs

Lawson etal. 2020, Applied Ergonomics

Havard & Lefevre 2020, Journal of Gender-
Based Violence

Home Office 2023, statutory guidance
(England and Wales)

Dutton, Goodman & Schmidt 2006 (N1J
report)

Benedetti & Queralt 2026, Journal of
Language Aggression and Conflict

Ellyson etal. 2021, Children and Youth
Services Review

Freed etal. 2018, CHI

Weekes, Storey & Pina 2025, Trauma,
Violence, & Abuse

Gladden et al. 2014, CDC uniform
definitions

Buglass etal. 2021, International Journal
of Bullying Prevention

Steer et al. 2020, Computers in Human
Behavior

Van Hee et al. 2018, PLOS ONE

Kazemi et al. 2026 (two preprints)

Meninietal.2021; Xu et al. 2012, NAACL

Crosby, Ortega & Melanson 2011, CDC
uniform definitions

Shingetal.2018, CLPsych

#chatsafe 2023 (Orygen)

WHO &IASP 2023, guidance for media
professionals

O'Dea et al. 2015, Internet Interventions

Type

Preprint; conference

paper

Peer-reviewed article

Peer-reviewed article

Government guidance

Government-funded

measure

Peer-reviewed article

Peer-reviewed article

Conference paper

Systematicreview

Government definition

Peer-reviewed article

Peer-reviewed article

Peer-reviewed article

Preprints

Preprint; conference
paper

Government definition

Conference paper

Safe-communication
guidance

International guidance

Peer-reviewed article

Informed

Request types

Look-alike harmless conversations

Controlling behaviors; request
types

Definition; controlling behaviors

Controlling behaviors; look-alike
harmless conversations

Controlling behaviors

Controlling behaviors; look-alike
harmless conversations

Controlling behaviors
Controllingbehaviors

Definition; bullying behaviors
Bullying behaviors; look-alike
harmless conversations
Banterand bullying

Bullying behaviors

Conversation dynamics; limits of
syntheticdata

Look-alike harmless conversations

Definitions and labels; safety rules

Disclosures

Safety rules; supportive responses
Safety rules; look-alike harmless

conversations

Look-alike harmless conversations
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Appendix E: Claims register

The same register appears in the public summary. Any figure from this evaluation may be quoted only with

its scope. Every quote must carry the standard qualifier and, for a category's detection rate, that category's

false-alarm rate.

Standard qualifier: "In an independent evaluation by Carl Lochstampfor on synthetic, English-language text

conversations (detector tuteliq-detect-v5.20261015 ,tested October 19,2026). Not an accreditation,

certification or audit."

Permitted claim

Must be quoted with

Romance scam: 100% of harmful syntheticconversations
detected (130/130)

Coercive control: 99.2% detected (129/130)
Self-harm and emotional distress: 96.1% detected (124/129)

Bullying: 84.5% detected (109/129)

Social engineering: 83.8% detected (109/130)

Across the five text detections: 84% to 100% detected, false
alarms 0.8% to 15.9%

Detection held up on syntheticevasion and adversarial
probes

False alarms 6.9% (9/130)

False alarms 0.8% (1/130)
False alarms 0.8% (1/130)

False alarms 4.6% (6/130); gradual bullying from teasing
65.2% (30/46)

False alarms 15.9% (20/126); government-pretext identity
scams 7 of 28 detected

Social engineering named as the weakest category

"Probes designed by the evaluator; evasion in real
conversations may differ"

Precision may be quoted only with the test mix (about half harmful) and the statement that precision is

much lower where harm is rare, as on real platforms (section 7).

Not permitted:

e any figure without its category, its false-alarm rate or the standard qualifier;

e asingle overall detection or accuracy rate combining the categories;

e any claim about real platform traffic, other languages, images, audio or video, or Tutelig's other

detections;

e describing the evaluation as a certification, accreditation, audit or compliance assessment, or implying
compliance with the EU KIDS Act, the UK Online Safety Act or KOSA;

e quotingthe strengths in an overall summary of Tuteliq's performance without the weaknesses.
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